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PROGRESS AGAINST 2017/18 INTERNAL  AUDIT PLAN 

Internal Audit 

This report is intended to inform the Audit and Governance Committee  

of progress made against the 2016-17 and 2017-18 internal audit plans  

which were approved by the Audit and Governance Committee.  

Please note that our work complies with Public Sector Internal Audit  

Standards. As part of our audit approach, we have agreed terms of  

reference for each piece of work with the Audit Sponsor, identifying the  

headline and sub-risks which have been covered as part of the  

assignment. This approach is designed to enable us to give assurance  

on the risk management and internal control processes in place to  

mitigate the risks identified. 

 

Internal Audit Methodology 

Our methodology is based on four assurance levels in respect of our  

overall conclusion as to the design and operational effectiveness of  

controls within the system reviewed. The assurance levels are set out  

in appendix II of this report, and are based on us giving either  

"substantial", "moderate", "limited" or "no“ assurance. The four  

assurance levels are designed to ensure that the opinion given does  

not gravitate to a "satisfactory" or middle band grading. Under any  

system we are required to make a judgement when making our overall  

assessment. 

 

Work outside of the Internal Audit Plan 

There are no changes in this quarter to the Internal Audit Plan;  

previous changes have been report to the Committee. 

Overview of 2017/18 work to date 

We have completed and finalised the reports for: 

• Freedom of Information 

• Car Parking 

• Cyber Crime. 

 

There are also two reports relating to 2016-17 namely Channel 

Shift and Procurement.  There is one report remaining from 

2016-17, which is the Culture Review. 

 

For those reports issued with Moderate opinions and above, the  

Executive Summary is enclosed in this report. For those reports  

issued with Limited opinions and below, the full report have been  

issued separately. 

 

Other Reports 

• Follow-Up of Recommendations - We have issued a separate 

report for the quarterly follow-up of  recommendations 

• 2016-17 Annual Report. 

 

We will issue a full progress against the internal audit plan to the 

October 2017 Audit and Governance Committee. 
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EXECUTIVE SUMMARY – FREEDOM OF INFORMATION 

LEVEL OF ASSURANCE (SEE APPENDIX IV FOR DEFINITIONS) 

Design Moderate 
Generally a sound system of internal control designed 

to achieve system objectives with some exceptions. 

Effectiveness Moderate 
Evidence of non compliance with some controls, that 

may put some of the system objectives at risk.  

SUMMARY OF RECOMMENDATIONS (SEE APPENDIX IV FOR DEFINITIONS) 

High         

    -                     

    Medium                          

                         4 

Low            

            2 

Total number of recommendations:  6 

OVERVIEW 

Oxford City Council’s (the Council) Corporate Affairs Team manages all Freedom of Information (FOI) requests across the Council. As per the Information 

Commissioners Office (ICO) guidelines, the Council are required to respond to all FOI requests within 20 working days. The Council also has an independent 

FOI reviewing officer who is part of the Law and Governance Team. The officer will review all FOI requests that are under appeal and confirm whether 

further information is required or whether the case is adequate to escalate to the ICO. The Corporate Affairs Team is made up of two members of staff who 

handle and redirect all FOI requests 

 

During the review we noted the following areas of good practice:  

 

• The Internal Review Process and/or engagement with the ICO is sufficiently robust.  Where an applicant is not satisfied with a request the internal review 

officer will independently review the FOI request and ensure all possible avenues were explored and relevant information was provided  

• All requests are reviewed and approved by the Freedom of information and Complaints Officer (FICO) prior to responding to the request 

• The average number of days to respond to FOI requests is less than the limit of 20 working days and the Council have had no cases overturned by the ICO. 

 

However we also found the following areas for improvement:  

 

• There are different approaches to managing FOI requests in service areas which results in FOI Champions not being identified and an agreed approach for 

which FOIs the Head of Service should approve not being set out (Detailed Finding 1)  

• There are inadequate arrangements to ensure sufficient staff resiliency arrangements are in place should the FICO be unavailable (Detailed Finding 2) 

• There are insufficient arrangements to ensure key personnel in service areas have FOI training (Detailed Finding 3) 

• There should be greater levels of proactive initiatives implemented to prevent the number of FOI requests received by the Council (Detailed Finding 4)  

• Management information produced on FOIs should be expanded and distributed to Heads of Service to improve decision making (Detailed Finding 5) 

• Local guidelines issued by the Council on how to manage FOIs are not all being followed (Detailed Finding 6). 
 
Conclusion 

We have issued 4 medium and 2 low level recommendations.  The Council have a dedicated member of staff who is experienced and capable to manage FOI 

requests; there have also been no cases over turned by the ICO and the average days to process FOIs is less than the limit of 20 working days.  Whilst these 

strengths are present, there is a lack of effective staff resiliency arrangements and inconsistent approaches within each service area to process  FOI requests 

contributes to delays in dealing with FOI requests.  Overall there is sufficient evidence to confirm the system objectives are being met with some exception 

identified, resulting in a Moderate Opinion. 

OXFORD CITY COUNCIL STRATEGIC OBJECTIVE THIS REVIEW RELATES TO  

Efficient, Effective Council: A flexible and accessible organisation, delivering high- 

quality, value-for-money services  

4 
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EXECUTIVE SUMMARY – CAR PARKING 

LEVEL OF ASSURANCE (SEE APPENDIX IV FOR DEFINITIONS) 

Design Substantial 
Appropriate procedures and controls in place to 

mitigate the key risks. 

Effectiveness Moderate 
Minor exceptions found in testing of the 

procedures and controls. 

SUMMARY OF RECOMMENDATIONS (SEE APPENDIX IV FOR DEFINITIONS) 

High 
  -      

    Medium                          

  -       

Low            

           1 

Total number of recommendations:  1 

OVERVIEW: Car Parking Systems 

Oxford City Council (the Council) are responsible for 26 carparks made up of both on street and off street car parks. The Council’s car parks consist of car 

parks situated in the centre of Oxford, outside of Oxford, park and ride sites and also public park sites. The Council is also responsible for: the shop mobility 

function, the management of the cash collection service and the enforcement function. The Council have a contractual arrangement in place with Jade 

Security services who are required to collect cash from car parking machines and subsequently bank the cash collected.  

 

During the review we noted the following areas of good practice (see Appendix I for more information): 

 

• As part of this review we parked in contravention to Council parking rules for four days in a row in different car parks and can report that on each occasion 

we were issued with a car parking notice 

• The procedures relating to car parking activity have been updated at the start of the year to reflect current practice 

• There are appropriate arrangements in place with Jade Security services to collect and bank cash on a timely basis  

• The shop mobility scheme is managed appropriately, where both application forms and ID were verified prior to granting access to the scheme 

• For a sample of 10 parking notices issued within 2016 -17, payments were adequately traced through the ICES system; discounts were also applied 

appropriately  

• Changes made to parking rates , parking machines and boards are approved prior to changes being made 

• The Car Parking Manager meets with the council’s finance officers on a monthly basis to review financial performance against budgeted figures. 

 

However we also found the following areas for improvement: 

 

• Parking debts that are to be passed on to the Council’s bailiffs are not monitored and submitted in a timely manner (Detailed Finding 1 – Low) 

 

Conclusion 

We have issued one low level recommendation.  We identified a substantial design of controls to manage the daily operations of the Council’s parking 

arrangements and through testing and observation we did not identify any high recommendations or significant instances of non-compliance of controls in 

place. We have raised a couple of minor observations around training and use of data analysis to direct staff which would always benefit from regular review; 

this along with the one low recommendation which has now been implemented form the basis of our opinion. 

OXFORD CITY COUNCIL STRATEGIC OBJECTIVE THIS REVIEW RELATES TO 

A Clean and Green Oxford: An attractive and clean city that minimises its 

environmental impact by cutting carbon, waste and pollution. 

5 
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Risk  Audit Commentary 

Inadequate processes for car parking 

are in place which weakens the 

framework to support accurate, 

complete and timely transactions  

The council have documented procedure notes in place for the overview of the car parking teams roles and responsibilities split into four 

functions: enforcement, appeals, customer services, shop mobility. A detailed process document issued on 01/03/17 walks the reader 

through the process from the moment a penalty charge is issued and the various stages leading to payment/ non-payment. We also 

reviewed the procedures for shop mobility arrangements were appropriate. All procedure notes were updated and approved at the start of 

the financial year. 

There are inadequate arrangements 

in place between Jade security 

services and the council regarding 

the cash collection process 

Jade Security Services collect cash and conduct cash counts at the agreed intervals throughout the week. The security cars drive and collect 

cash boxes from the ticket machines at all the council managed car parks. At the end of the collection, the usual practice is for the security 

driver to drive to the Oxpens car park, where the car park office is based, and deliver the audit tickets to the office staff. Once Jade count 

the cash at their site, they send this information to the parking team, who match the audit tickets to the specific machines where Jade 

have recorded an amount against. Discrepancies greater than £10 are investigated. We re-performed this exercise for a sample of 10 

machines and found no issues. We were also able to visit Jade Security Services at their base in Winnersh and view a live cash count, how 

the amounts are recorded and reported back to the council, as well as their banking arrangements.  

There are ineffective processes in 

place for registering individuals onto 

the shop mobility scheme 

We reviewed shop mobility arrangements through selecting a sample of 5 members and testing application process compliance to the 

procedure notes. We noticed one application was not fully completed - specifically section describing applicants disability. We selected and 

obtained a further 5 applications and found no further instances. We confirmed with the Customer Relations Team Leader at the Car Park 

Offices that there are instances where applicants do not wish to provide information on their disability - anyone can apply for a mobility 

scheme membership regardless of whether they suffer from disability or not. 

Parking notices are not issued to 

individuals in line with the councils 

rules and regulations  

Car parking notices are issued by a parking officer, the penalty notice is posted on the car windscreen and a picture taken on the officers 

handset device prior to submission. The device allows for a 10 minute grace period as per legislation before an officer can submit a penalty 

notice. We selected a sample of 10 penalty charge notices and reviewed each case. Our review, included verifying the 50% discount was 

appropriately applied if the penalty was paid within 14 days. One case did not contain photographic evidence of the offense, we queried 

this with the car parking officers and managers who informed us that it was not mandatory to take pictures of the offense, but regarded as 

good practice. We have raised a finding around designing standard operating procedures and going through these with all officers on annual 

basis to ensure practice is consistent and any potential changes in practice are disseminated to everyone at the start of the year. 

There are insufficient civil 

enforcement officers to monitor the 

councils car parks 

The council have six car parking officers managed by a car parking team leader. Whilst the team have been an officer short for the last two 

months they have been able to cope with the rota and have distrusted shifts appropriately as can be seen in the attachment. There is a 

need for at least one morning shift and at least two evening shifts every day, with a middle shift not a necessity, but is usually filled most 

days. The morning shift starts at 07:15 – 15:15, middle shift from 10:00 to 18:00, and late shift 14:00 to 22:00. The parking team are aware 

they are an officer short at the moment and are looking to recruit, however, have still been able to cope since being a person down. We 

reviewed the rota for the shifts and can confirm that this has been managed effectively in advance in a timely manner. 

The council car parking machines are 

not updated with the current rates 

and charges  

Changes and updates to rates and charges are approved at the start of the financial year by the City Executive Board through approval of 

the budgets. The machines and notice boards are updated accordingly. We tested this element, by requesting a report of all changes made 

to the rates for the financial year 2017/18 and selecting a sample of 10 rates made up of 5 updated rates and 5 rates that remained the 

same. We drove to the relevant car parks and checked the rates against the boards and machines and found that these were consistent.  

Inadequate reporting and monitoring 

of overall car parking information to 

Management and Members 

The Car Parking Manager meets with the council’s finance team once a month to review monthly finance reports. Financial performance is 

measured against pre-determined budgets based on various elements including usage analysis of their off-street car parks, analysis of 

income generated and expenditure per space. The council are in a good position with regards to performance; there is a positive outturn 

per the final figures for the year ending 31 March 2017. 

As the report has been issued with a Substantial Opinion for the design of controls, the following table takes each risk assessed as part of the review and provides information on the 

evidence received to support the conclusion reached.  Please note as part of this review we also parked in contravention to Council parking rules for 4 days in a row in different car 

parks and can report that on each occasion we were issued with a car parking notice. 

EXECUTIVE SUMMARY – CAR PARKING (SUPPORT FOR OPINION) 

6 
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EXECUTIVE SUMMARY - PROCUREMENT 

LEVEL OF ASSURANCE (SEE APPENDIX IV FOR DEFINITIONS) 

Design Moderate 

Generally a sound system of internal control 

designed to achieve system objectives with 

some exceptions. 

Effectiveness Moderate 

Evidence of non compliance with some 

controls, that may put some of the system 

objectives at risk.  

SUMMARY OF RECOMMENDATIONS (SEE APPENDIX IV FOR DEFINITIONS) 

High 

Medium 

Low 

Total number of recommendations: 3 

1 

2 

 

               

OVERVIEW 

The purpose of our audit was to review the design and effectiveness of controls in relation to Procurement. See appendix IV for the agreed scope which 

provides greater detail on our approach to this review. 

During the review we noted the following areas of good practice 

• The Council have extensive Procurement guidance in place available to staff via the Council’s intranet. 

• The Council have a group of Procurement Practitioners outside of the Procurement team in order to aid with the Procurement of contracts. 

• The Procurement team have conducted Procurement training presentations to Council staff to ensure staff are adequately informed of  Procurement 

Procedures. 

However, we also found the following areas for improvement 

• The electronic procurement system currently used by the Council has not been used outside of the Procurement Team for the last 12 months. This has lead 

to limited oversight of procurement under the £100,000 threshold (Detailed Finding 1 - High) 

• The Council are not compliant with the UK Public Contract Regulations and the Local Government Transparency Agenda due to incomplete records of 

contracts (Detailed Finding 2) 

• The Council do not adequately monitor their risk to procurement fraud through the completion of regular checklists and assessment of briefings.  The 

Procurement Action Plan also does not include actions focussing on counter fraud (Detailed Finding 3). 

Conclusion 

We have issued 1 high level findings and 2 medium level findings.  We have concluded Moderate Assurance on both Design and Operating Effectiveness.  Whilst 

there have been times where system access has been an issue, the system is in place alongside strategic documents to set out the key parameters, objectives 

and aims of Procurement at the Council.  Also from our testing whilst some effectiveness issues were identified with lack of formal Action Plan monitoring, on 

individual procurement cases compliance with Council policy was found to be in place. 

7 

CLIENT STRATEGIC OBJECTIVE 

Risk Efficient and effective Council 
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EXECUTIVE SUMMARY – CHANNEL SHIFT 

LEVEL OF ASSURANCE (SEE APPENDIX II FOR DEFINITIONS) 

Design Moderate 

Generally a sound system of internal control 

designed to achieve system objectives with some 

exceptions. 

Effectiveness Moderate 

Evidence of non compliance with some controls, 

that may put some of the system objectives at 

risk.  

 

SUMMARY OF RECOMMENDATIONS (SEE APPENDIX II FOR DEFINITIONS) 

High 

Medium 

Low 

Total number of recommendations: 4 

 3 

  1 

OVERVIEW 

Background 

The purpose of our review was to provide assurance that appropriate arrangements are in place and operating effectively in relation to the Council’s channel 

shift strategy. Channel shift is more than just a transactional matter of switching in-bound contact to the Council’s Customer Service Centre from face-to-

face/phone to online. It is about changing the Council’s mind-set to ensure that every interaction between all services and all service users is done in the most 

efficient way whilst also being designed from the customer’s perspective.  

Scope and Approach 

The review tested both the design and operational effectiveness of the Council’s controls for the risks set out in the Background section. This was done through 

interviews with relevant officers and a review of documentation related to the channel shift agenda, including strategies, performance frameworks, activity 

and financial data, reports to Councillors and funding bids for channel shift projects. 

Good Practice 

Overall the Council is achieving channel shift. The percentage of Council transactions which occur online has increased from 8% in 2013 to 32.37% today. This a 

higher rate of online contact than the Council expected to achieve (roughly 30%) at this point in time. The Council has achieved this at the same time as 

gaining Customer Services Excellence accreditation across the whole organisation. In addition the Council has effectively used data and engagement with 

service users to improve services. The creation of the Online Tenant Portal is a good example of this. There is also evidence that the Council regularly and 

robustly scrutinises performance against channel shift targets and takes remedial action to address where targets are not being met. The Council’s action on e-

Billing is a good example of this. 

 

CLIENT STRATEGIC OBJECTIVES  

An efficient and effective Council 

8 
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EXECUTIVE SUMMARY – CHANNEL SHIFT 
OVERVIEW 

The review identified a number of areas of good practice which have helped achieve this, for example: 

• The Council has two strategies which relate to channel shift – the Customer Contact Strategy and the Digital Strategy, the latter of which was passed by the 

City Executive Board in November. To a large extent these documents clearly set out a goal, objectives, strategy and tactics; 

• The Council has a robust set of systems and processes in place for tracking performance against operational and strategic priorities. These are reported at 

an appropriate level; 

• The Council makes extensive use of the data it holds on customer interactions and customer engagement to improve its service offer. 

 

However this does not mean that there is not room for improvement. Whilst it has met its corporate channel shift target, there are still areas which would 

benefit from further reform. For example, many of the online forms which the Council processes, still require that form to be printed out and dealt with by a 

member of staff, rather than being an end-to-end automated process. Our recommendations for improvement include strengthening the KPIs used to monitor 

progress. 

 

Conclusion 

• This review gives the Council’s channel shift strategy a rating of ‘moderate’ for both the design and operational effectiveness of its controls for risks in this 

area.  

9 
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APPENDIX I – DEFINITIONS 
The below table sets out the definitions for the assurance levels and recommendation significant we issue in our  audits. 

LEVEL OF  

ASSURANC

E 

DESIGN of internal control framework OPERATIONAL EFFECTIVENESS of internal controls 

Findings from review Design Opinion Findings from review Effectiveness Opinion 

Substantial Appropriate procedures and  

controls in place to mitigate the  

key risks. 

There is a sound system of  

internal control designed to  

achieve system objectives. 

No, or only minor, exceptions  

found in testing of the procedures  

and controls. 

The controls that are in place are  

being consistently applied. 

Moderate In the main there are appropriate  

procedures and controls in place  

to mitigate the key risks reviewed  

albeit with some that are not fully  

effective. 

Generally a sound system of  

internal control designed to  

achieve system objectives with  

some exceptions. 

A small number of exceptions  

found in testing of the procedures  

and controls. 

Evidence of non compliance with  

some controls, that may put some  

of the system objectives at risk. 

Limited A number of significant gaps  

identified in the procedures and  

controls in key areas. Where  

practical, efforts should be made  

to address in-year. 

System of internal controls is  

weakened with system objectives  

at risk of not being achieved. 

A number of reoccurring  

exceptions found in testing of the  

procedures and controls. Where  

practical, efforts should be made  

to address in-year. 

Non-compliance with key  

procedures and controls places  

the system objectives at risk. 

No For all risk areas there are  

significant gaps in the procedures  

and controls. Failure to address  

in-year affects the quality of the  

organisation’s overall internal  

control framework. 

Poor system of internal control. Due to absence of effective  

controls and procedures, no  

reliance can be placed on their  

operation. Failure to address in-  

year affects the quality of the  

organisation’s overall internal  

control framework. 

Non compliance and/or  

compliance with inadequate  

controls. 

Recommendation Significance 

High A weakness where there is substantial risk of loss, fraud, impropriety, poor value for money, or failure to achieve organisational objectives. Such  

risk could lead to an adverse impact on the business. Remedial action must be taken urgently. 

Medium A weakness in control which, although not fundamental, relates to shortcomings which expose individual business systems to a less immediate  level 

of threatening risk or poor value for money. Such a risk could impact on operational objectives and should be of concern to senior  management and 

requires prompt specific action. 

Low Areas that individually have no significant impact, but where management would benefit from improved controls and/or have the opportunity to  

achieve greater effectiveness and/or efficiency. 
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